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The future of North American defence has been debated at length by scholars and policymakers alike during 
this latest round of modernization, with many arguing that the resumption of great power competition and 
the emergence of new threats requires new capabilities and capacity to meet them. Unfortunately, the 
current discussion, while focusing in on emerging missile threats, has overlooked the emerging use of small 
uninhabited aircraft systems (sUAS) by state and non-state actors – and the threat these pose to air and air 
and missile defence systems. This policy primer aims to address this gap in understanding as it relates to the 
North American Aerospace Defence Command (NORAD) by providing an overview of sUAS and highlighting 
initial policy implications that can be further developed in the future. Overall, the main conclusions of this 
primer are that the land-based radar systems currently in use by NORAD are vulnerable to sUAS, and that 
NORAD should work towards creating a resilient integrated air and missile warning system that leverages air 
power and non-kinetic forces to mitigate the effects of this threat. 

Introduction 

The modernization of North American defence has been examined by policymakers and academics alike for 
the past two decades, with the North American Aerospace Defence Command (NORAD) being one of the main 
focuses of this analysis. Following the 9/11 attacks in 2001, then Secretary of Defense Donald Rumsfeld 
proposed that NORAD be transformed into a multi-domain defence command.1 While this did not occur, five 
years later the binational NORAD agreement was signed indefinitely with the addition of a maritime warning 
mission.2 Since the implementation of these changes to NORAD, there have been no subsequent alterations to 
the binational organization’s mission-set, although research on the future requirements for continental 
defence and NORAD’s role in this has continued on. The most recent wave of research on the subject began 
with the commissioning of the NORAD Next study in 2013, where Canadian and American policymakers have 
been at the forefront of determining future defence requirements.3 Although this study was scaled back in 
2015-2016 and replaced by the Evolution of North American Defence study, the underlying premise of the 
study had not changed, with its subsequent results being presented to the Permanent Joint Board on 
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Defence.4 Unfortunately, given the secrecy of the findings presented, these cannot be elaborated upon further 
here. This, however, has not stopped academics from exploring the issue with leading NORAD scholars Andrea 
Charron and James Fergusson releasing several studies on the matter.5 More recently, the Conference of 
Defence Associations Institute hosted a three-part webinar series on NORAD modernization, with former 
NORAD commander General (ret.) Terrence O’Shaughnessy and NORAD’s Deputy Director of Operations Peter 
Fesler, releasing a paper on the subject shortly thereafter.6  

While space precludes an in-depth examination of each of these publications, there are several core 
conclusions at the center of each of these analyses that should be noted here. First, the actors, as well as the 
threats posed by each actor, are growing and require NORAD to improve its capabilities and capacity to meet 
them. Included in this category is the resurgence of great power competition with China and Russia and their 
development of hypersonic weapons, ballistic missiles, and advanced submarine launched or air launched 
cruise missiles (SLCM and ALCM, respectively).7 The emergence of these threats has spurred academic 
discussion on the issue of missile defence and the requisite enabling factors needed to pursue it. Regarding 
the latter point in particular, this has led to a focus on the renewal of sensors and adopting Joint All Domain 
Command and Control (JADC2) to meet this next generation of threats.8 Although these discussions have been 
much needed in the current academic discourse, thus far, little attention has been paid to the increasingly 
important role played by small unmanned aircraft systems (sUAS) in modern combat despite the proliferation 
of this threat.9 

Overall, this primer aims to explore the effects of the development and proliferation of sUAS as it relates to 
integrated and non-integrated air and missile defence, with a focus on NORAD. To do so, this primer breaks 
down the issue into three sections. The first section provides an overview of the capabilities of this weapons 
system, defines the mission sets for which these weapons systems can be used for, and highlights future 
capabilities currently under development. The second section outlines the attributes of integrated and non-
integrated air and missile defence systems and the challenges that sUAS pose to both. The last section seeks 
to link the previous two sections, identifying the implications of this weapons system for NORAD and outlining 
how it should mitigate this emerging threat. The core conclusions reached by this policy primer are that the 
land-based radar systems currently in use by NORAD are vulnerable to attack by sUAS, and that NORAD should 
work towards creating a resilient integrated air and missile warning system that leverages air power and non-
kinetic forces to mitigate the effects of this threat. 

Modern Small Unmanned Aircraft Systems: An Overview 

Modern sUAS, while being an increasingly topical subject, are not a new technology in and of themselves. For 
example, the Boeing Insitu Scan Eagle used by the United States Department of the Navy has been in use since 
2005, with the Marines using this system as an interim platform since 2004.10 Despite this, the term utilized to 
describe this weapons system is comparatively new, with the term being introduced in the recently United 
States Department of Defense’s Counter-Small Unmanned Aircraft Systems Strategy that was released earlier 
this year. In this document, sUAS are defined in terms of their size and other capabilities relative to other 
unmanned aircraft systems (UAS). Accordingly, sUAS are classified as UAS that exhibit a maximum gross 
takeoff weight of less than 600kg, have a normal operating altitude less than 6000m, and a maximum speed 
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under 500km/h.11 As for the overarching definition of what constitutes an unmanned aircraft, this is defined 
as being an aircraft that does not carry a human operator that is able to fly with or without human control.12   

Broadly speaking, sUAS can be subdivided into two categories in accordance with their payload. The first 
category of sUAS is the sensor carrying sUAS, which can carry one of a variety of specialized sensors, with a 
camera of some sort invariably being included in this payload.13 This type of sUAS currently dominates the 
commercial marketplace, with demand from civilian enthusiasts and photographers driving further 
commercial developments in the area. Perhaps the most noteworthy of these developments are the increased 
efforts of sUAS companies to improve the imaging capabilities of their respective products, with high end sUAS 
now boasting 4K video and low-latency high-definition video transmission from up to ten kilometers away.14 
While already a leap ahead of the capabilities of previous generations of commercial sUAS, additional 
aftermarket upgrades such as thermal imaging, night vision modes, and laser range finders are also available.15 
As for the software enabling the use of these products, these too have become more powerful with time – 
with some boasting obstacle avoidance, target recognition, trajectory prediction, and high speed tracking 
features.16 Although sUAS boasting these capabilities exceed $1000 USD, cheaper alternatives also exist with 
more modest capabilities, and often come with preprogrammed features to aid beginner flyers.17 As a result, 
while not originally intended for surveillance applications, these civilian sUAS have developed into increasingly 
sophisticated platforms that could – and indeed have – been leveraged by non-state actors to provide 
intelligence, surveillance, target acquisition, and reconnaissance (ISTAR) capabilities in support of their 
objectives.18  

Looking beyond the civilian market, militaries around the world have also adopted sensor carrying sUAS to 
perform a similar mission-set. However, unlike the commercially available sUAS these tend to have better 
sensors, communication and navigation systems, and increased endurance. For example, the aforementioned 
ScanEagle sUAS has an endurance of 18 hours compared to the typical hour-long endurance of commercial 
quadcopters. Moreover, this system has a communication range of up to 100km, far more than what is 
available on the commercial market.19 However perhaps the most important distinction to note here is that 
military sUAS have greater access to the electromagnetic spectrum, both enabling the longer communications 
range noted above, and limiting the sUAS’s risk that communications could be affected by inadvertent or 
intentional electro-magnetic interference.20 

As for the other category of sUAS, this is the offensive payload carrying sUAS, which carries some form of 
lethal or non-lethal payload. Beginning again with the commercially available sUAS, it should be noted that for 
these to carry offensive payloads they must be altered from their factory condition. Typically, this is done one 
of two ways. First, the actor modifying the sUAS can affix a release device to the sUAS such that when it 
identifies a target with its built-in camera, it is able to release its payload on or near the target. Such 
modifications have been made by pro-Russian non-state actors in Ukraine who have outfitted commercial 
sUAS with various hand grenades, thereby creating an improvised air-delivered munition.21 Alternatively, the 
offensive payload can also be affixed to the sUAS itself and be utilized on or near the target. In the case of 
explosive payloads, the sUAS is in essence transformed into an improvised precision munition that can be 
remotely detonated on or near the human or physical target. This style of offensive payload has become 
increasingly popular with non-state actors, with the Islamic State having successfully utilized such a system to 
target coalition forces in Iraq in 2016, for example.22 Beyond explosive payloads, there is also concern that 
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these could act to deliver chemical or biological weapons on open-air targets such as large outdoor crowds.23 
That said, the size of the payload, explosive or otherwise, being delivered is dependent on the size and 
endurance capabilities of the sUAS being used. Thus, given the limited size and endurance capabilities of 
currently available commercial sUAS, both the range and payload capable of being transported is relatively 
small. 

Similarly, military offensive payload sUAS also deliver their payload in two distinct ways. Looking to explosive 
payloads, the most common delivery method currently used by military sUAS is to have the payload integrated 
into the platform and have this payload detonate on or near impact. This type of sUAS, also known as a 
loitering munition, has become increasingly popular with time for its ability to effect suppression and/or 
destruction of enemy air defence (SEAD/DEAD, respectively) missions; with the first of these, Israel Aerospace 
Industry’s Harpy, being developed in the 1980s before being publicly revealed in the 1990s.24 Although data 
on earlier versions of the weapon is unavailable, the most iteration of this weapons boasts a 16kg built-in 
explosive payload and autonomous operation.25 This autonomy, coupled with a communication range of 
200km, and a maximum range of 1000km, enables the sUAS to detect, identify, acquire, and destroy radiating 
targets (such as radar systems) without risking higher-value assets.26 This functionality is also aided by its small 
size, which allows it to have radar cross section (RCS) less than 0.5m² – that being an RCS smaller than fourth 
generation aircraft such as the MiG 29.27 A variant of this weapon also manufactured by Israel Aerospace 
Industries, the Harop, also fulfils a similar function – except that it is equipped with an upgraded electro-
optical sensor suite to better enable ISTAR missions as well as conduct battle damage assessments.28 Beyond 
Israel, a variety of other countries such as China, Iran, Poland, Russia, and the United States have also started 
to manufacture loitering munitions. Generally, the platforms developed by these countries can carry payloads 
of less than 50kg, have a range of between 5-500km (dependant on size and expected function), and have a 
low cost per unit.29  

More recently, however, states have also become interested in developing sUAS with offensive electro-
magnetic warfare (EW) capabilities. Unfortunately, little public information is available about these efforts at 
the time of writing, although it appears that the United States and the United Kingdom have both expressed 
interest in developing this capability.30 

Other than simply integrating offensive payloads into sUAS, there have also been limited efforts to attach 
precision guided munition systems to larger sUAS platforms. The only example of this to date is the Textron 
Systems Shadow UAS which has been tested with a five-kilogram, laser guided bomb.31 The lack of further 
development of this weapons system following this test appears to indicate limited interest in this capability, 
despite this still being advertised on its product page.32 

Looking to the future of commercial and military sUAS, several trends need to be considered. First, there are 
increasing efforts to make sUAS “smarter” through software upgrades in both the commercial and military 
space. In the commercial realm, these upgrades will likely include further refinements to autonomous 
functionalities that improve ease of use for both beginner and advanced users. In the military realm, while 
some forms of autonomous functionality are available depending on the manufacturer, current efforts in this 
realm are focused on the creation and applications of drone swarming technologies.33 Second, in both the 
commercial and military space, further improvements to imaging and communications sensors are likely to 
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take place – leading to improved ISTAR capabilities. The third trend to be noted is the increasing number of 
payloads that military offensive payload sUAS can carry. Again, while little information is available on the 
subject, an sUAS equipped with an EW payload on its own or in a swarm has the potential to degrade enemy 
radar systems to the benefit of SEAD/DEAD missions. Lastly, given the limited range of sUAS, the development 
of launch platforms that can forward deploy sUAS would be essential to enable their usage over distance. 
Initial steps have already been taken in this direction with the most recent demonstration of this being the 
release of an sUAS from an advanced experimental UAS in April 2021.34 

The “Emerging” Threat of sUAS to (Integrated) Air and Missile Defence 

The increasing proliferation of sUAS among state and non-state actors coupled with the publicity given to this 
novel weapons system has helped shape the view in the open literature that this platform is an emerging 
threat to be countered. In reality, however, the concept of sUAS posing a threat to air and missile defence 
(AMD) is not new. Rather the “emerging” threat facing modern militaries takes its roots in what was faced by 
Israel’s Arab neighbors during the 1973 Yom Kippur War and the 1982 Lebanon War. Beginning with the Yom 
Kippur War, the Israeli Air Force (IAF) had utilized a variety of domestic and imported UAS to act as decoys to 
distract and absorb Arab surface-to-air missiles at minimal cost. This enabled the IAF to significantly reduce 
losses of the more expensive human piloted aircraft while also degrading Arab air defences.35 In the 
subsequent war in Lebanon, IAF sUAS would be used to similar effect, except that after forcing the activation 
of enemy air defences the IAF would then target land-based radar systems with anti-radiation or other 
precision guided munitions.36 Sensor carrying sUAS also played a crucial role in notifying the IAF of enemy 
aircraft taking-off from their bases – allowing nearby surveillance aircraft to relay intercept vectors to friendly 
fighter aircraft.37 However, unlike the threat to AMD posed by other sUAS the past, the advent of modern 
military offensive payload sUAS has changed the nature of the threat posed by sUAS platforms as a whole. 

To understand the threat posed by modern sUAS to (I)AMD, it is essential to first understand the limitations of 
the current air and missile defences being deployed, particularly by the United States. As noted in a Center for 
Strategic and International Studies report on the subject, there are several core shortcomings of the current 
air and missile defence systems being fielded by the United States. The first shortcoming is the stovepiping of 
information that results from the way in which these systems were designed. In the case of the MIM-104 
Patriot air and missile defence system this means that for one missile battery to share data with another, said 
information must be passed from its own engagement control station through the information coordination 
center before being shared with the desired engagement control system.38 This current system is inefficient, 
and as a 2005 report on Patriot performance in Operation Iraqi Freedom noted, the inefficiencies had led to 
“[a] lack of significant situational awareness in our combined air defense system, which involved major 
systems such as Patriot, AWACS, and AEGIS.”39 As a result, rather allowing for target information to be shared 
and assimilated by these other systems, the stovepiping of the Patriot system meant that “a Patriot battery on 
the battlefield [could] be very much alone,”40 thereby reducing the capability of the system and increasing 
operational risk.41 

The second major shortcoming of current AMD systems identified in the CSIS report is the existence of single 
points of failure. This issue strongly relates to the inadequately networked nature of current AMD forces, 
which in practice means that the removal or elimination of several friendly sensor or command nodes from 
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the battlespace could lead to the demise of the whole system.42 This shortcoming is particularly problematic 
given that the United States’ AMD systems have increasingly focused on ballistic missile threats from smaller 
powers. Coupled with the use of directional, as opposed to omnidirectional radars, this leaves the distinct 
possibility that current AMD systems could be compromised by a cruise missile, sUAS, or other forms of attack 
from an unexpected heading.43 

To mitigate these vulnerabilities inherent in the current generation of AMD systems, the modernization of the 
United States’ AMD systems – as well as the modernization of NORAD’s capabilities and architecture – has 
increasingly focused on a distributed approach that embraces the concept of multi-domain battle.44 This 
concept of operations aims to synchronize action across the land, air, sea, space, and cyber domains to 
achieve a desired effect on the adversary.45 The most important element of this proposed approach is the 
information grid that links the nodes within the sensor grid, effects grid, and command grid together. This grid 
enables the rapid flow of information to be spread horizontally, rather that vertically, thereby avoiding the 
stovepiping of relevant information inherent in the current generation of AMD.46 The desired effect of this 
rapid information flow is to enable all nodes within the sensor grid to provide a comprehensive picture of the 
battlespace that can be leveraged by the effects and command grid. This, in turn, enables increased flexibility 
regarding which sensors are employed with which shooters in the effects grid. The main benefit of this 
newfound flexibility is the ability for a given effects node to leverage data from other domains regarding a 
target – allowing it to use its interceptor missiles at their maximum range or around physical obstructions that 
would have otherwise blinded the system.47  

Returning to the issue of the threat posed by sUAS to (I)AMD systems, there is a clear distinction in the level of 
threat posed to the integrated versus the non-integrated AMD systems. In the case of the latter, as mentioned 
above, there is a clear risk that the current bottlenecks present in the command and sensing nodes could be 
exploited by an adversary using a variety of weapons systems. This risk is particularly acute in the case of 
offensive payload sUAS as these could circumvent the expected approach routes used by missiles and/or use 
their small RCS to avoid detection by these systems to deliver or activate their payload. In contrast, the threat 
posed by offensive payload sUAS in integrated air and missile defence (IAMD) systems still exists yet does not 
pose an existential threat to the system should the attack be successful. This is because unlike the previous 
instance where the loss of certain sensor and command nodes leads to the failure of the system, in this case, 
effects nodes are still able to communicate with other sensor and command nodes. As a result, not only is the 
IAMD system more resilient in the face of this threat, but it also imposes increased cost on the attacker by 
requiring more sUAS to effectively suppress or destroy the defender’s IAMD system. 

The Implications for NORAD’s Integrated Air and Missile Warning Mission 

The increasing adaptation of sUAS, notably offensive payload sUAS, has two core implications for NORAD and 
the modernization of North American defence going forward. The first and most important implication is that 
the land-based sensors are increasingly vulnerable to this emerging threat due to their difficulty to detect, 
identify, acquire, and prosecute. So far this vulnerability has been visible across a variety of systems in recent 
conflicts such as the obsolescent Russian S-1 Pantsir48 and S-30049 in the Second Libyan Civil War and the 
Nagorno-Karabakh conflict, respectively, and the American MIM-104 Patriot air and missile defence system in 
its conflict with the Houthis in Yemen.50 As a result, this represents yet another threat that NORAD should be 
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considering and mitigating into the future, especially if states continue to increase the range of these systems, 
develop the capability to deploy sUAS at range via larger air or sea assets, or a combination thereof.51 This is 
particularly true as obsolescent systems such as the North Warning System (NWS) currently employed by 
NORAD suffers from a structure that is stove-piped and threat-centric, exacerbating the issue of single points 
of failure noted above.52 Fortunately, NORAD has time to follow and adapt to this emerging threat because 
Russia, the most proximate of NORAD’s state adversaries, has yet to meaningfully develop this technology into 
a low-cost intermediate-range strike platform as the Israeli’s have – choosing instead to focus on developing 
short-range variants of this this weapons system.53 As such, current Russian sUAS pose little threat to North 
American defence outside of Alaska due to its proximity to Russia’s Far East. However, Russia’s focus on 
developing short-range sUAS may change in the future with the increasing development and interest of sUAS, 
notably loitering munitions, by the Russian Ministry of Defence following Nagorno-Karabakh conflict.54  

The second major implication is that NORAD is finding itself on the wrong side of the cost curve when 
mitigating the sUAS threat. For example, Raytheon’s Coyote loitering munition currently that is currently being 
tested as part of the United States Navy’s drone swarming program costs around $15,000 USD per unit; with 
future plans to reduce this cost to $5,000-7,000 USD per unit as the system matures.55 By comparison, the US-
made Patriot Pac-2 costs $1 billion USD for the system itself and an additional $3 million USD per surface-to-
air missile – meaning that each missile costs roughly 200 times the price of the aforementioned sUAS.56 While 
it is unlikely that system will be utilized by NORAD as the organization does not defend against missile threats 
and is seeking to develop purpose-built systems for homeland defence;57 it none the less highlights the 
relatively cheap threat posed by offensive payload sUAS to these expensive weapons systems. This 
discrepancy has already been noted by several analysts, with one summarizing the current situation as 
“[exposing] in very stark terms the challenge which militaries face in attempting to deal with the adaptation of 
cheap and readily available civilian technology with extremely expensive, high-end hardware designed for 
state-on-state warfare.”58  

Looking to the ways that NORAD can mitigate the threat posed by sUAS to its air and missile warning mission, 
it should be noted that NORAD has already made strides in to reduce the threat by increasing the capabilities 
of existing sensors with the help of artificial intelligence (AI). One such effort that has been made public is 
known as Pathfinder, which uses AI to “[gather] data from multiple distinct military and civilian air domain 
sensors and, through automation and machine learning models, [produce] a fused common operating picture 
to improve the reliability of the data and increase the decision space.”59 In doing so, this allows existing 
military and civilian sensors to utilize data that would have been “left on the cutting room floor and not 
analyzed or assessed in a timely manner”60 – enabling the rapid detection of threats that had previously gone 
undetected beforehand. For example, this AI is stated to have enabled the detection and tracking of sUAS with 
sensor data from pre-existing United States Federal Aviation Administration radars, and has also been used to 
analyze historical incidents to detect small aircraft that had previously gone undetected in restricted 
airspace.61 Unfortunately, it is unclear how this software augmentation will perform in less dense sensor 
environments such as that found in the Arctic where the NWS is located, although it will more than likely have 
a positive effect on increasing domain awareness to some degree. 

However, to enable NORAD to continue its mission-set in the face of the threat posed by sUAS, more must be 
done beyond breathing life into obsolescent sensor networks that may fail due to their age, position, or 
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technical obsolescence.62 In this respect, there are two lines of effort that should be pursued by NORAD. The 
first line of effort should seek to use the limited range of sUAS against themselves to outrange, or at minimum 
force the launch of the sUAS at range, with the goal of: (1) deterring the use of sUAS for hostile or covert acts 
to begin with, (2) minimizing their time on target to provide ISTAR and potentially find and prosecute targets, 
and (3) allowing for more time for NORAD to detect, identify, acquire, and mitigate the threat in an 
appropriately deemed manner. To enable this to occur, NORAD first requires an improved sensor network that 
can detect sUAS launch platforms and the sUAS themselves at range, thereby providing the foundational 
capability to pursue these three goals. Also, this sensor network must be both layered and distributed to 
enable this system to degrade gracefully rather than fail at the stovepipes should successful attacks occur.63 To 
the organization’s credit, its leadership appears to be favoring this approach in public discussions in the 
academic sphere, ensuring that the revitalized northern sensor system is able to ensure its deterrence by 
denial posture and improved domain awareness despite the threat posed by sUAS.64  

In addition to the distributed and layered structure of the sensor network, consideration of the sensors that 
make up this network should also take place. Overall, the sensors required to detect, identify, and acquire will 
likely need to be twofold – with the search and detection of sUAS utilizing “wide-area, lower-resolution 
sensors… to cue higher-resolution sensors to track and identify them.”65 As for the specific type of sensors 
required for these functions, a recent RAND Corporation report notes that inexpensive thermal imaging 
sensors are capable of detecting battery-powered sUAS, and that low-cost electro-optical and infrared imaging 
sensors can be used to detect, identify, and track targets at range.66 This report also notes the utility of radars 
in detecting and acquiring sUAS at short and long ranges, as well as the importance to have the adequate 
number at the right frequency to enable these functions.67 Unfortunately, this report does not elaborate on 
the best location for these sensors – be it in the sea, land, air, or space domains – however some 
generalizations can be made here. Of the four domains mentioned, only land and air-based sensors will likely 
be of use, as sUAS are too small to be seen, let alone tracked from space and sea-based sensors are unlikely to 
be utilized outside of warships that happen to be in the area at the time of an sUAS incident.68 As such, static 
land-based sensors will be likely be the backbone of any sensor system that is built with the sUAS threat in 
mind given their persistent data gathering capabilities and low operational cost once built. Beyond land-based 
capabilities, NORAD should also seek to integrate aerial platforms into current and future air defence and 
missile warning systems. The goal of these platforms would be to provide additional sensing capabilities where 
the sensing system has been degraded or destroyed until these can be addressed. This would enable the 
sensor network to degrade at a slower rate by providing additional redundancy to the sensor network and the 
potential to provide sensor coverage beyond land-based sensors if required.  

The second line of effort that should be undertaken by NORAD is the development of counter sUAS systems 
for its sensor assets located in Canada and the United States, with an emphasis on those located in Alaska in 
the near term. By developing this capability, NORAD will be able to mitigate the threat posed by sUAS and 
ensure that any degradation of its sensor network by hostile actors will be more gradual and costly to effect. 
While consideration of should be given to both kinetic and non-kinetic solutions, NORAD should place 
particular emphasis on non-kinetic solutions in this area. One reason for this focus on non-kinetic systems is 
practicality. Simply put, Canada has not had any land-based air defence capabilities since the Oerlikon Air 
Defence Anti-Tank System was retired in 2012, and the integration of land-based surface to air missile 
defences into NORAD would create command and control difficulties as these are army assets in both Canada 
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and the United States.69 As a result, this could create bureaucratic frictions between armed services in both 
countries and, in the Canadian case, a political headache should United States air defence systems be needed 
to defend the revitalized sensor network – with both taking time and resources away from other important 
efforts. Additionally, given the cost disparities noted above, currently available kinetic systems are not well 
suited to counter the sUAS threat – leading to inevitable issues of scalability when engaging more than a 
handful of sUAS.  

The other reason for the emphasis on non-kinetic capabilities is that sUAS are often reliant on communication 
datalinks when in operation due to many only having limited autonomous capabilities. As such, EW 
capabilities can mitigate this threat in a variety of ways, including by: warning the remote pilot, jamming the 
sUAS video, command and control takeover, jamming command and control links, and/or jamming its 
communications with the global navigation satellite system to which it is connected.70 Additionally, these EW 
systems are already available on the commercial market at low cost. As noted in a 2019 United States 
government global market survey, some 263 non-kinetic systems were available on the global market, with 
available pricing data indicating that a vast majority of solutions cost less than $1 million USD at the time.71 
Moreover, should the EW capabilities prove insufficient, other non-kinetic solutions such as directed energy 
weapons and microwave energy weapons could augment this effort with their nearly limitless magazines 
while also providing more scalability than traditional kinetic solutions.72 As a result, non-kinetic counter-sUAS 
systems not only present a lower cost to mitigate the sUAS threat – they can provide this capability faster, and 
with increased scalability to meet future sUAS threats such as swarms compared to existing kinetic solutions. 

Conclusion 

The use of sUAS by state and non-state actors poses unique threats to missions across all domains, with the air 
and missile defence mission-set being no different. In the case of air and missile defence, sUAS, notably 
offensive payload sUAS, pose a serious threat to the existing air and missile defence structures currently in use 
due to the pre-existing vulnerabilities of the systems themselves. These vulnerabilities consist of the 
stovepiping of information sharing capabilities between the various sensing and command nodes within a 
given AMD system, leading these to become single points of failure. Given their low cost and RCS, sUAS 
equipped with explosive or electromagnetic warfare payloads have an outsized impact on such AMD systems 
because they can enter the contested airspace then detect, identify, acquire and prosecute these fail points. 
Accordingly, this weapons system should be of great concern for any state which operates air and missile 
defences with these vulnerabilities. 

As a binational organization whose principal mission is centered on aerospace defence, NORAD should also be 
concerned and adapting to mitigate this threat. Currently NORAD is making strides in this direction with the 
Pathfinder Initiative which is enabling it to breathe new life into aging sensors, allowing it to see threats it 
would have otherwise missed with the help of AI. Moreover, senior NORAD officials have indicated that they 
are leaning towards developing a more distributed, networked solution to air and missile defence as part of 
NORAD’s modernization. This will benefit efforts to mitigate the sUAS threat by removing the single points of 
failure that resulted from the stovepiping of information in the current system. However, while these are good 
first steps, NORAD needs to develop its own solutions to mitigate the sUAS threat that are cost effective and 
scalable. In this respect, the development of non-kinetic solutions reliant of EW appears to be a promising 
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means to provide some level of defence to its northern sensor networks. NORAD should also explore means to 
supplement current and future sensor networks through the use of air power in order to provide a surging 
sensor capacity to supplement sensor coverage. 

Looking beyond the force protection of NORAD’s air and missile defence systems in the Arctic, more thought 
should be given regarding the use of sUAS by non-state actors to effect attacks against critical infrastructure 
and human targets. As noted above, these types of attack have been orchestrated by a variety of non-state 
actors abroad – and given the proliferation of civilian sUAS – the question is not if, but when such attacks will 
occur in North America. Accordingly, questions regarding NORAD’s role in dealing with this threat need to be 
answered – with the biggest of these being how can it identify, track, and possibly eliminate these threats 
before reaching their targets? These issues must be addressed to ensure that any additional defences needed, 
if any, are in place to meet this threat into the future. 
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